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P2302 Scope
The working group will develop the Standard for Intercloud

Interoperability and Federation (SIIF).

This standard defines topology, functions, and governance 

for cloud-to-cloud interoperability and federation. 

Topological elements include clouds, roots, exchanges 

(which mediate governance between clouds), and gateways 

(which mediate data exchange between clouds).

Functional elements include name spaces, presence, 

messaging, resource ontologies (including standardized 

units of measurement), and trust infrastructure. Governance 

elements include registration, geo-independence, trust 

anchor, and potentially compliance and audit.

The standard does not address intra-cloud (within cloud) 

operation, as this is cloud implementation-specific, nor does 

it address proprietary hybrid-cloud implementations.



P2302 Purpose

This standard creates an economy amongst cloud providers 

that is transparent to users and applications, which provides 

for a dynamic infrastructure that can support evolving 

business models.

In addition to the technical issues, appropriate infrastructure 

for economic audit and settlement must exist.



NIST Reference Cloud Architecture

http://collaborate.nist.gov/twiki-cloud-

computing/pub/CloudComputing/ReferenceArchitectureTaxonomy/NIST_CC_Reference_Architecture_v1_March_30_2011.pdf



Intercloud Awareness Rises



Now is a good time to start

No other group is working on Cloud to Cloud 
Interoperability and Federation

– Not like a Clearinghouse or Marketplace for purchasing 
VM’s, which accessed through the usual user API once 
you purchase them

– Not like a Cloud Gateway system where specialized 
equipment and/or software on both sides gives you a 
vendor specific “hybrid cloud”

– Think like the Internet: Routing Protocols, Autonomous 
Systems, Peering and Exchange – Transparent and only 
Cloud to Cloud

This area requires protocols, directory service, 
registration authority, trust authority, and 
governance coordination

It should be done in coordination with a live 
test bed effort and generating open source



An Intercloud Use Case – Storage Roaming

SSRP
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Reference Network Intercloud Topology
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Research Community is approaching 
workable solutions, lots of good work 
to build on

We will post all the various 

Intercloud Research 

papers on the P2302 site



Registration and Trust Authorities Exist 
to work with

17



Discussion/Actions

Need everyone to get up to speed on the various 
papers and projects that have been done

There is remarkable agreement across todays
researchers on top level architecture and topology

A functional overview describing the basic transport 
protocol, trust architecture, and functions of each 
element would be the first work

– Conversational protocol (eg, XMPP. or maybe SIP)

– Root functions including certificate authority, name system, 
semantic resource directory, etc

– Exchanges, including optimized constraint based resource 
matching, auditing, etc

– P2P Root and Exchange scalability architecture

– Gateway implementations for a variety of Cloud types

Then, protocols and format specifications

Coordination of Test Bed and Open Source



THANK YOU

David R. Bernstein

Chair, IEEE P2302

Contact: david@ieee.org or

david@cloudscaling.com


