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institutions in creating their own E-learning services, without
having to invest in IT infrastructure and staff. Since the learning
service is carried out on the cloud, our partner universities do
not need to own nor operate the system. The users send their
input data to the cloud where it is processed, and the results are
then sent back to the users. However, some of our partner
universities have strong concerns about data privacy, which has
been one of the major obstacles for the acceptance of cloud
paradigms. In response, we have enhanced the single-domain
cloud system to enable a federated cloud model [5]. The
federated cloud provides the ability to integrate, manage, and
use third-party resources from multiple cloud service providers
and combines the resources into one infrastructure. With this
federated cloud model, the institutions can join their own
resources to the cloud and gain more control over the system
since part of the infrastructure is under their control.

Abstract- The federated cloud system provides the ability to
integrate, manage, and use third-party resources from multiple
institutions and combine the resources into one infrastructure. A
virtual network management system is needed to supporting a
seemingly infrastructure where services can be deployed ondemand and across different network domains. We present our
work on designing and implementing an integrated system to
enable virtual network services across federated clouds. We
propose a novel mechanism to enable network stitching via
translating VLAN tag dynamically. The service can be partitioned
on hosts across different network domains using different
underlying layer-2 or layer-3 network interconnection
technologies. This paper also provides the results of performance
measurement from the implementation based on real production
networks.
Keywords: Cloud Federation; Network Virtualization; OpenFlow.

I.

The network infrastructure in such a federated cloud system
faces many further network challenges. In essence, VMs
belonging to the same service may be hosted either on the same
host or on a collection of physical hosts across different network
domains. Dynamic interconnections among many resources at
multiple remote sites on-demand are required in order for these
VMs to communicate with each other over a private network. A
management system capable of managing both the physical and
virtualized network mechanisms is needed to form a coherent
infrastructure. A promising concept to address the above issues
is network virtualization, whereby several network instances
with dynamic topology can be created dynamically on a
common physical network infrastructure. This paper presents
our work on implementing a middleware system to dynamically
build and manage virtual networks on a federated cloud system
over production research networks. The specific contributions
presented in this paper are the following. First, we present an
approach to synergize several important technologies, including
virtual switches, OpenFlow, and NetFPGA, into a coherent
platform that enables the dynamic configuration and
management of virtual networks. Second, we propose a novel
mechanism to enable network stitching via translating VLAN
tag dynamically. Third, we provide the results of performance
measurement from the implementation based on real production
networks.

INTRODUCTION

Cloud Computing [1,2] has emerged as an important
architecture and concept for the Internet, leveraging
virtualization to provide computing, networking resources, and
storage on-demand to multiple tenants. It is increasingly agreed
that a significant number of services can be delivered using a
cloud-computing model in which users access the applications
and services hosted in data centers located in various parts of the
network from any device with network capability. Such highly
distributed data environments have network requirements that
are distinctly different from those of general-purpose networks.
In particular, in order for a service application to be deployed as
part of a cloud, the physical resources should be abstracted away
and fully isolated for different tenants. As a result, cloud
services are increasingly based on large-amount deployment and
rapid configuration of virtual machines (VMs), which has
introduced many challenging problems to the field of
networking. Cloud networks must support automated
managements (creation, deletion, and migration) of enormous
numbers of virtual machines, large numbers of attached physical
and virtual devices, and isolated independent subnetworks for
multi-tenancy (application components belonging to different
tenants are collocated on the same physical substrate) [3].
To enhance collaboration, the Ministry of Education of
Taiwan funded a project to establish the Teaching/Learning
Resources Center of Southern Taiwan (STTLRC for short) in
2008. The main mission of this center is to integrate and share
the teaching expertise, knowledge and resources to 37
universities around southern Taiwan. To this end, we have built
an education cloud [4] to support academic departments or
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The remaining of this paper is structured as followed: We start
out by discussing the background of our work and our federated
cloud model in Section 2. We also describe the system
requirements as well as our design in section 2. Section 3 and
Section 4 present the design and current implementation of the
proposed system. We present the performance result in section 5.
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We discuss the related work in section 6 and conclude in section
7.

providing services in such a federated cloud model has
complications and challenges. We have designed and
implemented an integrated system framework to address these
issues. In general, the system must support (1) handling
requests from service providers regarding resource and
topology requirements, (2) finding and allocating available
physical system resources, (3) instantiating various virtual
machines running specific application components, (4) creating
and instantiating virtual networks to interconnect VMs based
on the desired topology, and (5) managing simultaneous
operations of multiple virtual networks on top of a shared
physical infrastructure. The Virtual Network Management layer
(step 4 and step 5) is the core contribution of this paper, which
will be discussed in detail in the following sections. The
interested reader is referred to [5] for details of the rest (step 1
to step 3) of the framework.

II. FEDERATED CLOUD MODEL AND ITS REQUIREMENTS
This section describes our federated cloud model and derives
requirements of the virtual network from its service principles.
A.

Federated Cloud Model
The major design goal of a cloud system is to enable that a
service can be dynamically created and dedicated to the different
tenants upon request. For example, if a university requires a
course management system with an ePortfolio system, we can
quickly launch an instance provided to them as a service from
our federated cloud system. The federated cloud system may
encompass a group of loosely coupled resources (such as
machines, network devices, storages, and so on) contributed by
different infrastructure providers. A tenant service in the
federated cloud should be deployed in the form of partitions on
multiple infrastructure providers across the Internet. We will use
the example in Figure 1 to illustrate this idea. The service
described is a typical multi-tiered Internet service, composed of
web portal, authentication server, user database, application
server and backend database. Traditionally, such a service
would be provided by servers in the service provider’s data
center. Our federated cloud enables the service to be deployed
by a number of virtual machines with specific components at
different locations.

B.

Network Requirements of the Federated Cloud
As we discussed above, we require a system to create and
manage simultaneous virtual networks on demand with arbitrary
topologies on a loosely coupled distributed cloud system. How
to implement the virtual network across several production
networks will be the major challenges discussed in this paper. In
our work to address these challenges, we strive for practical
approaches that take into account the realities of practical
environments. As depicted in Figure 2, we have a complex and
heterogeneous network environment to interconnect each data
center of our partners. Now, our partner universities are majorly
interconnected with shared, public layer-3 networks, i.e. TANet
(Taiwan Academic Network) and TWAREN (Taiwan Advanced
Research and Education Network). With supports of iCAIR at
Northwestern University and NCHC (National Center for HighPerformance Computing), our testbeds have also been extended
to connect with iGENI projects [6] in the United States.

Figure 1: Reference Model of a Federated Cloud

Following the example depicted in Figure 1, the service is
provided by component servers partitioned in two locations: the
IDC A is the datacenter of our campus; and IDC B is the
datacenter of one of our partner universities (NCKU). Such a
service partition is transparent to users. The users can access
the service in the following usual scenarios: (1) A user logs into
the system first; then (2) the system checks his or her identity
using some authentication mechanism, then (3) the system gets
the user profile from the user database, then (4) the system
accesses another learning objects database based on the related
user information, and mashes up all the content from
components and return it to the users. Supporting our vision of

Figure 2: Network Topology of Current Cloud Federation

We require an isolated network mechanism to protect
production and the private cloud network from each other. This
mechanism is a typical requirement in the federation of cloud
systems. In response, some of our partner universities (e.g.,
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NCKU, KUAS, and NCU) applied layer-2 mechanisms (e.g.,
VPLS [7]) to interlink the private cloud systems. However,
some of our partner universities (e.g., NTUST) are unable to
have such network facilities to interconnect their network and
isolate certain traffic. In these cases, the interconnections are
created using a layer-3 over layer-2 mechanism (e.g., IP
tunneling mechanism) among these sites. These mechanisms
cause a heterogeneous networking environment. Further
challenges exist that we must address in this paper. First, each
service should have its own private network with customizable
topology and independent address space. Our system must
provide the capability to dynamically create each network.
Second, networks inside each service should be in a closed
environment for security, performance, and privacy reasons.
VPLS is only a partial solution for these problems. The first
reason for this shortcoming is that the use of 12-bit VLAN IDs
limits the solution’s scalability. In our environment, we are only
allowed to use the VLAN 2782 to interconnect all sites, which
causes another serious scalability/performance problem, that is,
the system suffers from the performance problem caused by
flooding mechanisms (e.g., ARP broadcast), huge MAC table
size, and the use of Spanning Tree Protocol [8,9]. Third, the
VLAN or VPLS does not have an easy management to
configure the path across several network domains. Furthermore,
these L2 or L3 mechanisms are mainly point-to-point dedicated
connectivity, and require a series of interactions and manual
operations between network operators and service providers.

Figure 3: System Overview

III. INTRA-CLOUD MECHANISMS
In this section, we first introduce the virtual switching
mechanisms in the hypervisor and its usage in our design. We
then describe our implementation of the extension on the virtual
switching techniques.
A.

Virtual switching
The major design goal of our system is to enable dynamic
connectivity on-demand among multiple virtual machines. As
multiple VMs are instantiated on one physical machine, a new
networking layer is required on the hypervisor or kernels of said
machine. The network layer in the virtualized environment has
inherently unique characteristics, such as providing connectivity
between VMs, resource and namespace isolation between
tenants, and awareness of migration of VMs. Several designs for
virtual networking have been proposed and widely deployed.
Popular examples include OpenvSwitch [11], Cisco’s Nexus
1000V Switch [12], and VMware’s vSwitch [13]. These virtual
switching elements behave like a physical switch, but are
introduced to interconnect VMs within virtualized or physical
networks. We posit that the virtual switch will be a suitable
building block for our design for two reasons at least. First, the
virtual switch will be a pervasive forwarding plane in
commodity hypervisors or even kernels of operating systems.
Therefore, our system should be practical and deployable to the
existing network devices and systems. Second, it offers
rudimentary network isolation for security and performance.

C. System Design
This paper provides a general solution for the above
problems, whether our partner sites have layer-2 network
isolation capabilities technology over layer-3 networks available
or not. This new approach provides a more flexible, controllable
programmable path creation and management mechanism. Our
approach represents a new layer in the software stack, providing
the hooks to other middleware and serving as a control plane to
orchestrate all operations. Basically, our system can be divided
in to two parts: the intra-cloud and the inter-cloud, as depicted in
Figure 3. Each tenant service has its own virtual network with
its own particular address space. Each VM in a particular virtual
network has a virtual IP address assigned and managed by the
Virtual Network Management system. Each virtual network can
also be configured with a VLAN tag so that an overlapping
address space is allowable.
In one cloud system, we utilize the virtual switches in
hypervisor as the building blocks for creating the virtual
network. We also use OpenFlow protocol [10] to control and
manage the virtual networks. For inter-cloud, we propose a
gateway system with a novel VLAN translation mechanism to
enable the virtual private network spread over public Internet
and more effective usage of VPLS facilities like VLAN tag. The
related mechanisms of VLAN translation are implemented in an
OpenFlow switch based on NetFPGA. We discuss the design
and implementation of the intra-cloud and inter-cloud
mechanisms in more detail in the following two sections.

The basic idea of our design is to make a coherent way to
dynamically connecting and configuring the virtual switching
elements distributed on multiple nodes to enable arbitrary virtual
networks. Despite the various implementations, the virtual
switching elements have some common designs that are
necessary for our system. Basically, a virtual switch contains a
set of logical (or virtual) ports, one or more forwarding tables,
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and some forwarding logics. The logical ports can be bound to
virtual interfaces of VMs, physical interfaces, or to other port
abstractions such as VLANs or tunnels. Typical examples of the
forwarding tables include L2, ARP, or ACL tables. The
forwarding logics correspond to the actions for packet
processing, notably header rewriting, buffering, filtering, and
multicast groupings. We choose the virtual switching elements
as the fundamental building blocks of our design, and abstract
them as switch, port, table and primitives for forwarding packets.

creating virtual switches and bind each virtual port to each VM.
Subsequently, a Topology Allocator invokes the functions of
control interface to create the linking to reflect the required
topology. As a result, multiple VMs within different private
cloud systems at different sites can be interconnected, even at
sites across the world. Since the assumption and abstraction of
the switching elements are generic enough, it can be extended to
integrate other orthogonal work on offering an extensible
forwarding plane (e.g., [14]) or hardware acceleration (e.g.,
[15]). We can achieve this extension by implementing a new
hander, discussed in the following section.

To support different implementation of virtual switches, our
implementation of Virtual Network Management for intra-cloud
is logically composed by two major parts: generic control
interface and handler. In the following subsections, we explain
some important implementation decisions we made to achieve
our design goals in the following two subsections.

C.

Switching Element Handler
The Virtual Switch Handler serves as the drivers between
the required functions of control interface and the underlying
virtual switches. The implementations of the Virtual Switch
Handlers depend on the implementation of various virtual
switches. To prove this concept, we have implemented two
handlers: one is for OpenvSwitch and the other is for VMware’s
vSwitch respectively. The implementation of functions related
to supporting the control functions for the switching element and
virtual port is straightforward. For examples, we can call the
libraries of hypervisor or API of vSwitch to create a virtual
switch or a virtual port. In contrast, the implementation of the
function to support virtual links is tricky. In general, the virtual
link is created to bind two virtual ports if the two virtual ports
are connected in the topology. However, we must identify
whether the two virtual ports are located in the same LAN. If the
two VMs are located across different IP domains without a
VPLS mechanism, a GRE [16] tunnel will be created to linking
the two virtual ports. If VPLS mechanisms exist in the path, the
intra-cloud mechanisms are invoked to create the connectivity.
If the two virtual ports belong to the same switch or are located
in the same LAN, the VLAN or trunk are used to create the link.

B.

Generic Control Interface
The generic control interface provides a set of functions that
execute the operations related to creation and management of
virtual networks. These functions serve as a common set of
network abstractions to allow users to enable multiple VMs at
different sites so they can be interconnected. We implemented a
set of functions to control the logical ports, forwarding tables,
and forwarding logics. We have abstracted the virtual switching
as the following primitives that can describe a virtual network:
switching element, virtual port, linking, and policies. Currently,
we have implemented the following basic operations to manage
a virtual network. However, it is possible to further extend these
functions and defines additional primitives.


Switching element: functions provided for creating,
removing, and monitoring a virtual switch in a
dedicated node. Since our design shares some
common principle of OpenFlow, it does not only
dedicate to software switches, but can also be
extended to incorporate hardware-based OpenFlow
Switches.



Virtual port: functions provided for adding a virtual
port to binding to a VM, removing a virtual port, or
disassociating a port with a VM.



Linking: functions for creating, modifying, and
removing connection path between virtual ports. In
essence, a virtual network comprises virtual nodes
and links that belong to the same experimenter or
service provider. We use these functions to create
topology for a given virtual network.



Policy: functions setting a path constraint, such as
QoS constraints.

The implementation of OpenvSwitch is designed around
OpenFlow [10] so that it exposes a generalized flow table with
forwarding actions. As a result, we can utilize the OpenFlow
protocol and its API to enable multiple virtual networks on a
particular vSwitch by dynamically configuring various VLAN
to a particular virtual port or port groups. We can use one single
OpenvSwitch in one node to support multiple virtual networks.
This approach is subsequently referred to as the VLAN
approach in the performance section. Each particular virtual
network is populated by dynamically configuring various
VLAN in the vSwitch. Nodes configured with the same VLAN
can communicate as if they were connected by direct links.
In contrast, VMware’s vSwitch does not expose its
forwarding plane to be configured outside. Therefore, the
handler for VMware’s vSwitch creates a different virtual switch
in each node for each virtual network. This approach is
subsequently referred to as the vSwitches approach in the
performance section. The major difference is that the
implementation of second type requires several virtual switches
to enable the same topology as the OpenFlow drivers can do.

Based on these function libraries, we have implemented
some core modules of the virtual network management system.
A Virtual Network Description module is implemented to parse
the requirement of service requester. After the topology of a
virtual network is determined, a VM coordinator module is
invoked to communicate with the corresponding nodes to
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The second table of each gateway system will be updated
with the MAC address of the VMs on the foreign network. The
second module of the extension on the controller will serve as
ARP proxy to respond to the ARP query. Such a design prevents
ARP flooding and makes the system scalable and efficient. The
module also updates the tables when one VM is migrated or
destroyed, since the VM creation, migration, and destruction are
controlled by the management system or cloud manager. The
management system has full administrative detailed information
about the hosts in each network domain. The gateway system
manipulates the two tables to do VLAN tag translation between
the network domains. With the support of NetFPGA and
OpenFlow, the management of VLAN tags translation is
maintained in the control plane and leaves the data-plane
processing and tag-translation processing in the line rate.

IV. INTER-CLOUD MECHANISMS
A.

OpenFlow and NetFPGA
In a classical network device (router or switch), the packet
forwarding (data path) and the routing/forwarding decisions
(control path) occur on the same device. OpenFlow [10]
proposes a network architecture that allows decoupling the data
plane (the switches) from the control plane (by a controller).
The OpenFlow devices forward packets based on flow rules
configured by network managers. The controller is in charge of
installing the forwarding rules to the OpenFlow devices. We
utilize the OpenFlow protocol to control and deploy virtual
networks into production networks without disturbing existing
isolated traffic. The infrastructure provider can negotiate and
delegate virtual segments that will be managed by cloud
managers. With the Openflow protocol at the core of our virtual
network management system, we can allow cloud managers to
define virtual networks by flows and to define the path that they
will follow.

V. PERFORMANCE EVALUATION
In this section, we describe the system environment, outline
our methodology for performance measurement, and present the
performance results. We evaluate our system in two ways: with
end-to-end performance measurements of a benchmark program
on the test environment, and with an application based on the
network virtualization mechanism.

NetFPGA [17] is a high-speed, flexible, and hardware-based
open platform for network research; it contains four Gigabit
Ethernet interfaces and a Xilinx Virtex-II Pro FPGA that can be
programmed with user-defined logic. In our system, we
implemented our inter-cloud mechanisms in the NetFPGA board,
which will serve as the gateway system to convey network
traffic between different cloud systems. Multiple highthroughput, customized data planes can be achieved in hardware.
The control planes are implemented in POX, a platform for the
rapid development of a network control software prototype in
Python [18]. POX has the advantage of lower latency and higher
throughput as compared to other controller systems. Also, its
modular coding style and configuration add much more
flexibility for research-purpose developments.

A.

Methodology and Environment
It is important that the overhead introduced by the proposed
mechanisms be acceptable and not prohibitively high. The
performance of virtual networks should be able to handle the
applications and the scenarios in which they are used. With the
proposed system in this paper, we can easily set up a virtual
network as shown in Figure 3 for performance measurement.
The purpose of this setup is to create a virtual network with
multi-hop paths over real production networks. There are three
groups of physical machines, where the first two are located in
KUAS center and the third located in another university
(NCKU), with eight (8) routing hops between the two
universities. The first two groups are allocated in the same LAN
but different server rack, and the traffic between them and the
third group are across the WAN environment. These machines
use 2.50GHz Intel Xeon CPU (E5420) with 4GB RAM and 1GE
network interface.

B.
VLAN Translation
We use Fig. 3 as an example to show how the mechanism could
operate in a real deployment. Fig. 3 simplified the two virtual
networks through two gateway switches to conduct the VLAN
translation. The data plane remains, and only processes packets
according to the flow table, which is configured by the
controller. We extended the controller by implementing two
modules and two tables in POX. When a virtual network is
deployed, the related information will be updated to two tables
in the controller. First, the virtual network management system
will determine a path that can connect the VMs of this virtual
network. The system will then configure a vlan2vlan table of
each gateway system along this path. The first module
implements the parse daemon for accepting the configured
information from the management system and configuring the
tables. The vlan2vlan table is a tag-to-tag mapping table that
enables the private VLAN tag (200 or 100 in our example) be to
be recognized and then be translated to the correct public VLAN
tag (2782 in our example).

We designed three scenarios to evaluate our implementation.
The first scenario connects the VMs with the software bridge
that is a native mechanism in kernel or hypervisor for
networking. The VMs are connected across the Internet by
trunks and VPLS between the distributed switches. This is
labeled as the baseline scenario. The second scenario connects
VMs by dedicated virtual switches with a GRE virtual link for
each virtual network. We label this as the vSwitches scenario.
The third scenario connects VMs by the proposed virtual switch
with VLAN (port group) mechanism, and is labeled the VLAN
scenario in the following subsections We then use some
benchmark tools such as BWPing, Nttcp, and Iperf to generate
traffic and measure the performance in terms of throughput and
latency. The performance of data-bulk services and large
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transfers depend mostly on throughput, while latency metric is
crucial for small transfer and interactive services. The
measurements were conducted on each day in the early morning
to eliminate interferences to and from production traffic.
B.

Performance Result
The throughput performance result is shown in Figure 4.
Please note that we only present the result measured from the
scenario with GRE Tunnel mechanism, because it serves as the
worst case (compared to the scenario with VPLS and bandwidth
reserved) in our implementation. The two proposed mechanism
performs well in a WAN environment. The optimum throughput
achieved is in the range from 800Mbps to 825Mbps. It is
interesting that the performance of the vSwitches approach is
better than the performance of baseline approach. After further
looking into the result, we find the reason for this is because the
bridge module is a naïve implementation, just like a software
hub. In contrast, the vswitch implementation derived from the
OpenvSwitch has some optimization for virtual networking. It is
noteworthy that the vSwitches approach is also better than the
VLAN approach. The reason is that the vSwitch needs to pay
additional overhead on multiplexing or de-multiplexing the
packets according to VLAN tag.

Figure 5: Performance Result of Latency

C.

Performance of Service Partition
In our federated model, service can be partitioned on
several data centers [5]. Someone may have concern about its
performance. Based on the scenario in Figure 1, we conduct a
measurement to verify its performance. There are two
configurations for this test. The first one (labeled as original) is
the original cloud system without service partition. The second
one (labeled as federated) is federated cloud with the service
partition. We put three benchmark machines in three locations:
IDC A (labeled as visiting), IDC B (labeled as Home), and a
third place (labeled as neutral). We implemented a special
benchmark program to issue session-based requests. The
session generator is driven by the scenario defined in Figure 1.
We measure the response time of the whole session, as shown
in Figure 6. The meaning of the identifiers used in Figure 6 is
summarized in Table 1.
TABLE 1

Figure 4: Performance Result of Throughput

To compare latency, we created 32 virtual networks and run
a program on each VM pair, in which these programs used the
round-trip delay of an ICMP echo request/response pair to
measure response time. The measurements were taking in
samples over hour-long intervals. We report the average latency
in Figure 5. The major additional overhead may come from the
GRE tunnel mechanism. As a result, we compare the latency
from the vSwitch (labeled with GRE as prefix) and baseline
(label with IP as prefix) respectively. The results show that the
additional overhead introduced by our approach is acceptable.

identifier
login

corresponding component
Login and display the
bootstrap page

Interaction
Portal  school-db

login-check
com-post

Authentication
User profile

com-db
logout
logout-check

Get Content
Logout
Close session

Portal
School-db  PortalApp
Server
Portal  App Server
Portal
Portal

The result shows that the users from the home location can
get better performance in federated cloud model. This is
because some critical information can be gotten locally. The
performance gain is important because most of users are from
home location. The results from the neutral location also
indicate a better performance in federated cloud model. After
tracing the network distance between two IDCs, we found that
the reason is the neutral location is near to IDC B. The result
implies the location of data center plays an important factor of
user perceived latency. The third data set may be the worst-case
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scenario, in which user locates in the IDC A to access the
content from IDC B to IDC A. However, even in the worst-case
scenario, our federated cloud model does not have significant
performance loss.

Some research efforts have tried to complement this and
improve the capability of control on virtual networks. VINI [26]
is a testbed platform that extends PlanetLab by introducing the
concept of network virtualization. In VINI, routers are
virtualized by User Mode Linux and interconnected by virtual
links. As such, VINI allows researchers to deploy experiments
with arbitrary network topologies simultaneously. VIOLIN [27]
(Virtual Internetworking on OverLay INfrastructure) is an
application-level virtual network architecture, where mutually
isolated virtual networks can be created on top of an overlay
infrastructure such as PlanetLab. Although these platforms can
run multiple networking experiments in parallel, forwarding
packets in user space significantly limits scalability. An updated
VINI platform, Trellis [28], allows for higher forwarding
performance by introducing container based virtualization
techniques for both system and network stack virtualization. Our
work makes coherent network virtualization in the hypervisor
and with the support of NetFPGA, causing a good performance
and isolation.

Figure 6: Performance of Service Partition

The above mentioned systems mainly build on the
architecture and management framework of PlanetLab, however,
they are not integrated with existing services over wide-area
production infrastructure that reflect a real network deployment.

To support service partition and federated cloud efficiently,
the system should make virtual networks easily and dynamically
deployable between service instances across production
networks. It is important that the additional overhead introduced
by creation and forwarding in virtual network should be
acceptable and not prohibitively high. The performance of
virtual networks should also be able to handle the applications
and the scenarios in which they are used. The results in Figure 6
show that the additional overhead introduced by our approach is
acceptable.

VII. CONCLUSION
This paper summarizes our experience in designing and
implementing an integrated system to support network
virtualization for federated cloud systems. Unlike state-of-theart solutions, the presented solution can provide dynamic virtual
networks for a federation of independent infrastructure providers
across the production networks. In the context of cloud
computing, our work enables the creation of federated cloud
networks. The multi-layer, dynamic provisioning potentials, and
distributed nature of this system presents interesting challenges
and also major opportunities for addressing many types of
research topics. There are many different unexplored areas for
further research. First, efficient allocation and scheduling of
physical resources among different virtual networks to
maximize the utilization of the system resources is not well
addressed in this paper. Second, the negotiation and
enforcement of service level agreement across multiple
administrative domains is needed for some critical applications
or enterprise services. Third, we are exploring protocols and
solutions to deal with inter-domain network administration
issues.

VI. RELATED WORK
There is some important research related to enabling the
cloud federation. The two representative projects in this
direction are the GENI (Global Environment for Network
Innovations) [19, 20] in the US and the FIRE (Future Internet
Research and Experimentation) [21] in Europe. The common
goal of these projects is to build a long-term network
environment beyond the capabilities of the current Internet so
that researchers can experiment disruptive concepts or systems
on a global scale. The network virtualization can play an
important role to enable systems with radically different forms
of networking within private isolated slices of a shared substrate
of these testbeds. However, the exact nature of the control
activities for virtualized network, and the design of the control
framework, and its implementation are still under active
consideration [22]. PlanetLab [23, 24] and ORCA [25] are two
of the possible candidates being considered as the control
frameworks for GENI and other similar testbeds. However, in
contrast to GENI or FIRE that invest a large amount of funding
to deploy another national-level fiber for researches, our system
was built upon the existed production infrastructures. With the
federated cloud with virtual network, we are currently trying to
provide a network experiments as service for researchers in
Taiwan.
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